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Motivation

Contributions

We propose a backdoor attack that utilizes Fourier heatmaps to 
design a sophisticated backdoor poisoning attack in the 
frequency domain.

Unlike previous spatial attacks, our frequency-based attack is 
completely imperceptible and bypasses spatial defenses.

We also show two potential ways to defend against frequency-
based backdoor attacks and possible ways for the attacker to 
bypass these defenses.

Results

Current backdoor attacks are limited to either the spatial 
domain or the latent space domain.

Since existing defenses are based on that prior, we 
suspect that those defenses would fail in the frequency 
domain. 

Frequency based attacks have been proven to be 
successful for inference time adversarial attacks, so it 
would be worth a shot to see if they are also successful 
against backdoor attacks!

Evaluation of the proposed backdoor attack. We 
benchmark using ResNet18 trained on various datasets 
and poisoning rates. Our attack maintains CDA, while 
achieving high ASR even with small poisoning rates.

Comparing Invisibility Metrics of Backdoor 
Attacks on ImageNet. Our attack achieves the best 
invisibility scores compared to other existing methods.

Comparison between the Proposed Attack and Backdoor Attacks in the Literature. Our frequency-based attack achieves SOTA ASR, 
CDA, PSNR, and LPIPS metrics. The results shown are for VGG19 trained on CIFAR10. Legend: First Best, Second Best

Evaluation of defenses: Evaluation of various SOTA defenses against the 
proposed frequency-based attack shows the power of the proposed method in 
evading the defenses. (a) Grad-CAM shows high similarity in the attention 
regions for poisoned and nonpoisoned models; (b) Pruning the poisoned 
model maintains high ASR even after significant drop in CDA. (c) Neural 
Cleanse anomaly indices fall below the anomaly threshold (2.0).
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Heatmaps of Various Frequency Selection: Fourier heatmaps of frequency 
based backdoor attacks with different frequency selection schemes: (a) Clean 
Model; (b) Random Frequency Selection; (c) Bottom-k Frequency Selection; 
(d) Proposed Top-k Frequency Selection

Effect of Different Frequency Selection Schemes: Results for 
frequency filters generated using least sensitive, most sensitive 
and random frequencies. Choosing the top-k most sensitive 
frequencies provides the highest ASR among those options.

Defending with 
JPEG Augmentation. 
Training on JPEG 
compressed images 
maintains a high ASR 
even after a drop of 
10% in CDA. The 
baseline denotes the 
CDA of the baseline 
model evaluated on 
compressed images.


