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Background: Semantic Attacks

• Fine-tunes latent space and/or diffusion model parameters

•Makes minimal semantic changes to fool classifier

• Can work in white-box or black-box setting

• Achieves high attack success rate

•White-box variant has better fidelity

• Masks latent space with significance maps

• Transplants features from original and/or target image

• Fast method without fine-tuning diffusion model

• Achieves high attack success rate

• GradCAM gives slightly better fidelity than SimpleFullGrad

• More direct manipulation of latent space

Figure 1. Transfer attack results on LatentHSJA, 

AttAttack, our ST and LM approach.

Table 1. Performance of ST and the LM approach on 

CelebA-HQ dataset.

𝑥 𝑥𝑎𝑑𝑣(𝑀𝑎𝑔𝑝𝑖𝑒 75.6%)(𝐸𝑔𝑦𝑝𝑡𝑖𝑎𝑛 𝐶𝑎𝑡 54.1%)

Semantic
Manipulation

• The ST approach achieves near 100% 

attack success rate (ASR) in all settings, 

with the white-box variant having better 

fidelity (lower FID/KID scores).

• Fine-tuning the diffusion model alone 

gives the best FID of 36.61 under white-

box ST.

• The LM approach also gets high ASR, 

with GradCAM giving slightly better 

fidelity than saliency maps.

• Both ST and LM are much more efficient 

than the LatentHSJA and AttAttack

baselines.

•We evaluate transferability of semantic adversarial attacks by 

generating examples to fool a ResNet18 classifier and testing them 

against 3 other models.

• Black-box ST approach transfers the best, maintaining high attack 

success rates on other models since it does not require the target 

model's information.

•White-box attacks tend to overfit to the target model so do not 

transfer as good as Black-box attacks.
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•Manipulate high-level semantic features of images, not just pixel values

•Make perceptually realistic changes to content and meaning

• Perturbations may not be norm-bounded or imperceptible

• Examples: adding/removing objects, changing color schemes, swapping 

backgrounds

• Forward process gradually adds noise to data over time steps

• Reverse process trained to remove noise over time steps

• Sampling starts from noise and runs reverse process

• Applications includes image, audio, and text generation
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